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Abstract—Pilot contamination jamming not only re-
duces the secrecy capacity but also is difficult to detect.
In this paper, we proposed a technique, in which we
employ random N -PSK to detect passive eavesdropper
throw pilot contamination in Massive MIMO Uncorre-
lated Rician Fading Channels. The technique only needs
two training times slot and without channel knowledge.

Index Terms—Massive MIMO, physical layer security,
Rician fading, eavesdropper detection, jammer detection.

I. INTRODUCTION

Massive Multiple-Input Multiple-Output (MIMO)
is one of the key transmission techniques in the
5th Generation (5G) New Radio (NR) networks as
well as in the 6th Generatino (6G) networks [1],
[2], [3], [4]. In such systems, the base station (BS)
with a larger number of antennas serve one or more
single-antenna users. Previous work showed that under
certain conditions, if the number of antennas at the
base station is large enough, the channels between the
BS and the users are orthogonal to each other, making
the effects of noise and co-channel interference negli-
gible. Notably, this orthogonality of the transmission
channels makes massive MIMO systems in Rayleigh
fading highly secure at the physical layer [5], [6].

Because of the characteristics of the radio envi-
ronment, un-legitimated devices can affect security,
integrity, and availability of information by two ways:
i) passive eavesdropper [7], [8], [9] , ii) active attacker
or jammer) [5], [10], [11]. Specifically, passive eaves-
droppers listen and try to decode transmission’s signal
from the transmitter. This impact reduces the per-
formance of the legitimated communication systems,
even interrupt system. This paper focused on detection
passive eavesdropper in Massive MIMO uncorrelated
Rician fading channel. Noted that, almost previous
studies relevant to systems, which has one passive
eavesdropper assumed the Rayleigh fading channels.
Theoretically, the Rician fading channels this paper
is more general than the Rayleigh fading channels,
because it included Line-Of-Sight component [12].
In [13], [14] provided the analysis of the secrecy

capacity analysis of the point-to-point transmission
system with a finite number of antennas at the base
station. In particular, our analytical results show that
under the Rician fading channels, the eavesdropping
data rate is increased with the number of antennas
at the base station while the secrecy capacity of the
system approaches a saturation values as the antennas
number of base station reach infinity. In this paper, we
propose a scheme to detect the presence of Eve who
attacks on the channel estimation using the method
in [7]. The main idea is to make use of random pilots
for channel estimation. We use phase-shift keying
(N -PSK) symbols as the pilot symbols which are
transmitted randomly. The scalar product between the
received vectors has been developed detection the
presence of Eve.
This paper is organized as: Section II, we introduce
system model. Section III we present detection proce-
dure based on random training pilots in the presence
of received noise and construction of the detection
regions. Section IV there are simulation results and
Section V concludes the paper.
Notation: a is scalar, a is vector, A is matrix,
[A]i,jrepresents (i, j), AH , is Hermitian matrix trans-
posed, E[]̇ is main value.

II. SYSTEM MODEL

Consider a single-cell massive multiple-input
multiple-output (MIMO) system where a base sta-
tion(BS) A communicates legitimate user B under the
presence of a passive eavesdropper E both that has
a single antenna. For notations convenience, denote
X = {B,E} in Fig 1. Although this is a system
model that has been simplified by considering only
two users, the results of this model can be easily
extended to cases where there are multiple users. BS
equipped M antennas, while M � 2. For conve-
nience, we’re considering that antenna array of base
station A is Uniform Linear Array (ULA). Noted
dBS is the distance between the adjacent antennas
at the BS, d̄BS = 2πdBS/λ is the distance between
adjacent antennas at the base base station normalized
with the number of waves, where λ is the wavelength



Fig. 1. System model, in which BS communicates with Bob (B)
and eavesdropper (E).

corresponding to the carrier frequency, dk, ∀k ∈ K,
is the distance from the base station to UEk [B,E].
θk, ∀k ∈ K, is the angle created by the beam
connected from the BS to UEk [B,E] and boresight.
The value range of θk is from −π to π. Fig 1 show the
one in which scenarios. Assume frequency-flat block-
fading channel model where channel coefficients keep
unchanged during the duration of each radio frame
of τ symbols and change independently frame-by-
frame. Let hB ∈ CNt×1 be the channel coefficient
vector between legitimate user B and base station A.
Let hE ∈ CNt×1 be the channel coefficient vector
between eavesdropper E and base station A. In this
paper, we consider Rician fadig channel model. In
particular, each channel coefficient vector hX, where
X ∈ X , is modeled as a realization of the circularly
symmetric complex Gaussian distribution

A. LOS Propagation Model

In this section, we conduct LoS propagation model
of system vector channel gk, ∀k ∈ K. Noted aBS(θ) ∈
CM×1 is vector of M antennas at BS at the direction
corresponding to the wave propagation angle θ. Noted
ḡk ∈ CM × 1 is LOS propagation gk with k ∈ K.
When, ḡk was determined.

ḡk =
1√
M

[
1 ejd̄BS sin θ · · · ejd̄BS(M−1) sin θ

]T
.

(1)

B. NLOS Propagation Model

Noted hk ∈ CNt×1 is NLOS propagation
coefficient of hk, ∀k ∈ K. With the
rich scatter wave propagation, we can
assume that hk ∼ CN (0M×1,Rk), while
Rk = E[hkh

H
k ] ∈ CM ×M is the spatial correlation

matrix of the NLOS coefficient transmissions vector
hk where tr(Rk) = 1. The spatial correlation matrix
Rk can be determined by the following model:
Scattering cluster channel model:
Noted θk and σ2

θ is main value and variance of
angles corresponds to the transmitted vector ,pθ(φ)

is the probability distribution density function of
the angles corresponding to the wave propagation
rays being scattered across the same cluster. Then
the rows element m rows column n of Rk are
∀m,n ∈ {1, 2, · · · ,M}

[Rk]m,n = ξ

∫ π

−π
ejd̄BS sin(θk+φ)pθ(φ)dφ. (2)

Closed form of [Rk]m,n, follow the truncated Lapla-
cian. For example, if θ is truncated Laplacian distribu-
tion then [Rk]m,n approximately equal (when σθ less
10o) [15]

[Rk]m,n ≈
ξejd̄BS|m−n| sin θk

1 +
σ2
θ

2 [dBS(m− n) cos θj ]2
. (3)

From the above assumptions we build up the uplink
channel model of system. Noted hB ∈ CM×1 is the
channel vector on uplink from the user to the base
station and hE ∈ CM×1 is channel vector on uplink
from eavesdropper to base station. Consider channel
model is perfect TDD reciprocity hHB ,h

H
E ∈ C1×M .

In this paper, we suppose κX coefficient Rician and
βX is large-scale fading of channel from base station
to destination X ∈ X . large-scale fading coeffi-
cient correspond part (LOS: Line-of-Sight )βX,L and
(NLOS: Non Line-of-Sight) βX,N given by

βX,L =

√
κX

κX + 1
βX; βX,N =

√
1

κX + 1
βX. (4)

Then channel vector hX has the distribution hX ∼
CN (gX, βX,NIN ) for X ∈ X given by

hX =gX +
√
βX,NwX. (5)

The gX is LOS coefficient and wX ∼ CN (0, INt
)

is small-scale fading coefficient. Then, channel vector
coefficient corresponds LOS from BS to destination
X ∈ X given by

gX =β
1/2
X,L

[
1 ej2πd sin θX · · · ej2πd(M−1) sin θX

]T
.

(6)

in that θX is angle of arrival departure from X to BS
and d is function of the antenna spacing and wave
length . Note that gHX gX = MβX,L and ∀X ∈ X . It
is convenient to denote

ψ(θB, θE) =πdBE(sin θB − sin θE) (7)

α(θB, θE,M) =
sin(Mψ(θB, θE))

sin(ψ(θB, θE))
. (8)

By some computing, we have

gHE gB =
√
βB,LβE,Le

jψ(θB,θE)ψ(θB, θE,M). (9)

In the uplink training phase, legitimate user B trans-
mits an uplink pilot symbol with the transmit power
PB and PE is eavesdropper’ power. At training time



slot j, the pilots sent by Bob and Eve are pj
x ∈ A

respectively, where A denotes the set of all training
symbols. For fixed training scheme and most practical
applications, the pilot set A used by Bob is publicly
known and typically specified in the standard. Hence,
in this case, Eve can transmit the same pilots as Bob.
In this paper, the pilot alphabet A is assumed to be a
PSK alphabet, with N -PSK symbols

A = {eim2π/N : 0 ≤ m ≤ (N − 1)}. (10)

The pre-processed received pilot signal at the base
station is

yj =
√

PBp
B
j hAB +

√
PEp

E
j hAE + nj. (11)

where nj ∼ CN (0, σ2
j INt

) is the additive white
Gaussian noise and

hAB =gB + β
1/2
B,NwB; hAE = gE + β

1/2
E,NwE. (12)

Assume that the base station applies the linear mini-
mum mean squared errors (MMSE) estimation method
to obtain the following channel estimate. For the con-
venience, let R11

T be a product defined on a hH
ABhAB,

R12
T be a product defined on a hH

ABhAE, R21
T be a

product defined on a hH
AEhAB and R22

T be a product
defined on a hH

AEhAE.
After some manipulation, we obtain R11

T = βBM;
R12

T =
√
βB,NβE,Nejφ(θB,θE)α(θB, θE,M); R21

T =
[R12

T ]H; R22
T = βEM.

III. UPLINK PILOT CONTAMINATION ATTACK

Although it is difficult for BS to differentiate
whether the pilots are from Bob only or contaminated
by Eve, if BS has the knowledge of channel vector
and they differ significantly, signal strength deviations
from what is expected can be observed, and detec-
tion probability increases. Nevertheless, deterministic
knowledge of Bob’s pilots is detrimental for detection
of Eve. Instead, if Bob transmits pilots randomly,
then the probability of observing deviations from the
expected signal increases. This observation forms the
basis of our random pilot detection scheme, which is
described next. We want to emphasize that our scheme
does not need the knowledge of channel vector. The
received signals during the two training slots are given
by

y1 =
√
PBp

B
1 hA,B +

√
PEp

E
1 hA,E + n1, (13)

y2 =
√
PBp

B
2 hA,B +

√
PEp

E
1 hA,E + n2. (14)

Next, we form the product of the two received vectors

z12 =
1

M
yH

1 y2. (15)

We have:

zE
12 =

1

M

{
PB(pB

1 )HpB
2 R

11
T +

√
PBPE(pB

1 )HpE
2 R

12
T

+
√

PBPE(pE
1 )HpB

2 R
12
T + PE(pE

1 )HpE
2 R

22
T + NE

12

}
.

(16)

Where:

NE
12 =

√
PB(pB

1 )HhH
A,Bn2 +

√
PE(pE

1 )H(hA,E)Hn2

+
√
PBp

B
2 hA,Bn

H
1 +

√
PEp

E
2 hA,En1 + nH

1 n2.
(17)

We offered a way to detect wiretapping device and
calculated the probability of detecting E

A. Random pilot detection scheme: Noiseless case

To show this idea, we have first removed up to the
noise in the received signal. If Eve is not active the
cross product becomes.

z0
12 =

1

M
PB

(
pB

1

)H
pB

2 h
H
A,BhA,B. (18)

E[z0
12] = PBβB(pB

1 )HpB
2 . (19)

• If E is not present, A receives z12 is a scaled
N -PSK symbol.

• If E is present, A receives zE
12. When zE

12 is a
scaled N -PSK symbol,then E was not detected.
This means the zE

12 lie one of the PSK lines.

Lemma 1. For a couple pj ∈ A is N -PSK, then
pH

1 p2 ∈ N -PSK

Proof: At the training time slot j, pilots sent by
Bob and Eve are are pj

B ∈ A and pj
E ∈ A, A

is N -PSK respectively, where A denotes the set of
all training symbols. For fixed training scheme and
most practical applications, the pilot set A. The pilot
alphabet A is assumed to be a PSK alphabet, with
N -PSK symbols A = einj2π/N : 0 ≤ nj ≤ N − 1
nj ∈ (0, 1, ..., N − 1). At time slot j = 1,2.
We have:

pH
1 p2 = A1A2e

j(n2−n1) 2π
N ,

[n2 − n1] ∈ {0, 1, ..., N − 1}

z = arg
∣∣pH

1 p2

∣∣ = (n2 − n1)
2π

N
(20)

z is phase of a valid N -PSK
From Lemma 1 we have: (pB

1 )HpB
2 is phase of a valid

N-PSK. Hence E[z12] to be a scaled PSK symbol.
We have the discussion based on (15) and (19). If the
Eve absents, then Alice receives z0

12 = yH
1 y2,which

is scaled PSK symbol. If Eve is present, then Alice
receives zE

12 = yH
1 y2 is not scaled PSK. So that

Alice easy detects Eves present. For Eve to remain
undetected, zE

12 have to be a scaled PSK symbol. That
means zE

12 must lie in one of the N/2 line.



With these observations, the detection procedure can
be formulated as: if yH

1 y2 is on PSK line, Eve is
absent; otherwise, Eve is present.
If Eve is active, the cross product becomes:

E
[
zE

12

]
=

1

M
(pB

1 )HpB
2

{
PBMβB

+
√
PBPEβ

1/2
B,Nβ

1/2
E,Nejθ(θB,θE)α(θB, θE,Nt)(

pB
2

)H (
pE

2

)
+
√
PBPEβ

1/2
B,Nβ

1/2
E,Ne−jθ(θB,θE)α(θB, θE,Nt)(

pE
1

)H (
pB

1

)
+ PEMβE

(
pB

2

)H (
pB

1

)
(pE

1 )HpE
2

}
.

(21)

The product (pX
1 )HpX

2 is a scaled PSK symbol. So in
the order for zE

12 to be a scaled PSK symbol, the angle
of the vector scalar product in (21) must equal the
angle of some PSK symbol. If pE

2 = pE
1 (pB

1 )HpB
2 . Else

pE
1 (pB

1 )H 6= pE
2 (pB

2 )H, the angle of the above vector
scalar product will, with probability one, not be equal
to the angle of any PSK symbol. For the situation Eve
to remain undetected, that mean Eve can guess the
pilot pE

1 (pB
1 )HpB

2 at second time slot. Since Eve can
guess the pilot pE

1 (pB
1 )HpB

2 is a random PSK symbol.
But in the almost communication systems must take
into account the noise. Then probability of detecting
Eve will change and appears false alarm probability.

B. Random pilot detection scheme: Noisy case case
In the previous section we have assumed that noise

was not present.Next we discuss the impact of noise
in the system and detected probability of Eve.
Eve is not active in both slots. Then the received
signals during the two training slots is

y1 =
√
PBp

B
1 hA,B + n1

y2 =
√
PBp

B
2 hA,B + n2. (22)

If Eve is not present in both time slot, so cross
product y0

12 becomes:

z0
12 =

1

M

[
PB(pB

1 )HpB
2 hH

A,BhA,B + N0
12

]
. (23)

where

N0
12 =

1

M

[√
PB(pB

1 )HhH
A,Bn2 +

√
PBpB

2 n
H
1 hA,B

(24)

+ nH
1 n2

]
.

is the equivalent noise. The mean of N0
12 is E[N0

12] =
0. we going to find the variance S0

E of the interference
variable N0

12.

S0
E =

1

M
[2PBMβBσ

2 + σ4]. (25)

In the absence of Eve, z0
12 equals a scaled PSK symbol

disturbed by complex Gaussian noise with zero mean
and variance S0

E.
On the other hand, if Eve is contaminating the pilots,
we form the product of the two received vectors:

zE
12 =

1

M

{
PB

(
pB

1

)H
pB

2 h
H
A,BhA,B

+
√

PBPE

(
pB

1

)H (
pE

2

)
(hA,B)

H
hA,E

+
√

PBPE

(
pE

1

)H (
pB

2

)
hH

A,EhA,B

+ PE

(
pE

1

)H (
pE

2

)
hH

A,EhA,E + NE
12

}
. (26)

where:

NE
12 =

√
PBp1hA,Bn2 +

√
PE(pB

1 )H(hA,E)Hn2

+
√
PBp2hA,Bn

H
1 +

√
PEp2hA,En1 + nH

1 n2.
(27)

E[zE
12] =E

[
1

M

{
PB(pB

1 )HpB
2 R

11
T

+
√

PBPE(pB
1 )HpE

2 R
12
T

+
√

PBPE(pE
1 )HpB

2 R
12
T + PE(pE

1 )HpE
2 R

22
T

}]
.

(28)

For a given realization of the pilots and channels,
the interference NE

12 converges to a complex Gaussian
variable with zero mean and variance SM

E

SE
M =σ2

{
2PBR11

T +
√
PBPE[(pB

1 )HpE
1 + (pB

2 )HpE
2 ]R12

T

+
√
PBPE[(pE

1 )HpB
1 + (pE

2 )HpB
2 ]R21

T

+2PER22
T + σ2

}
. (29)

Applying the same analysis in previous section, If
pE

1 (pB
1 )H = pE

2 (pB
2 )H, then zE

12 will be equal to a
scaled PSK symbol plus NE

12. Hence, in this case,
the situation is similar as that in the absence of Eve,
and the probability of detecting Eve decreases. On the
other hand, if pE

1 (pB
1 )H 6= pE

2 (pB
2 )H, zE

12 will be equal
to a symbol difference from a PSK symbol plus NE

12.
The variance of NE

12 will vary in the same way as in
the previous case.

C. Construction of Detection Regions

The results in the previous sections show us how
to construct the detection regions, i.e the regions in
which BS decides whether Eve is contamination or
not, depending on if the scalar product yH

1 y2/M is out-
side or inside the detection region, respectively. Since
the scalar product z12 in (23) equal the sum of a PSK
symbol scalar scaled with CB = PBβB and Gaussian
noise, BS decides that Eve is not contaminating if the



Fig. 2. Detection scheme of the random pilot detection scenario.
First B transmits random PSK symbols. After the processing at
BS, if E absent so the product of the two received signals should
be a valid PSK symbol. Otherwise E present.

scalar product yH
1 y2/M is within a certain distance

r(CB) from some PSK line. r(CB) needs to increase
with the scaling r(CB), because the variance S0

M of
the Gaussian noise N0

12 increases with CB. From the
signal space perspective, Gaussian noise corresponds
to a circle centered around 0 with radius

√
S0

M. This
property leads us to construct r(CB) In the order to
detect Eve, Alice performs the following procedure
for some realizations of the scalar product

s0
M =

N0

N2
t

(MNt + 2PBR
11
T ) (30)

To detect Eve, BS follows the algorithm below:
With each corresponding real part of y12 =

(yH1 y2)
Nt

Calculate |y12 − xv| with r(x) Situations happened:
Case 1: |y12 − xv| > r(x) Alice announces that Eve
is absent
Case 2: |y12 − xv| < r(x) Alice announces that Eve
had presented

IV. NUMERICAL RESULTS

To evaluate the performance of our detection
scheme, we simulate the detection probability and
the false-alarm probability. False-alarm probability is
defined as the probability of detecting Eve, given that
Eve is not present. We considered a network has only
one cell, in which the BS is located at center in the
cell and legitimated user Bob (B) and eavesdropper
device (Eve) arranged randomly in the cell. Assuming
the effect of shadowing is ignored, then large-scale
fading follows the [16]

βX,Y = 32.4 + 10nY log10(d3D,X) + 20 log10(fc).

where X ∈ X , Y ∈ Y = {L,N}, d3D,X is the
distance in meters from base station to node X in 3-
D space,fc = 3.5GHz is the carrier frequency,nY is
the exponential coefficient of transmission (PLE: path-
loss exponent). Moreover d3D,X follows the formula
d3D,X =

√
d2

2D,X + (hA − hX)2, where d2D,X is the
distance from the base station to the node X in the 2-
D space, hA is height of the base station A, and hX is
height of the node X [16]. For general, suppose hA =
10m and hB = hE = 1.5m. The paper investigates

the urban cell environment (UMa: Urban Macro),
then nL = 2 for LOS and nN = 2.9 for NLOS.
Follow [16], for UMa environment then κ measured
in dB is a Gaussian random variable N (9, 3.5). For
simplicity, we assume κB = κE = 9dB. Assuming
the system works at bandwidth 10MHz,the transmit
power of the base station is pd = 2dB. Assuming
the distance between adjacent antennas at the base
station is half wavelength,that is d = 0.5. First, we
consider a simulation scenario , while Eve or node
E closes to the legitimated user or node B. Some
simulated parameters of this scenario are: i) distance
from node E and node B to base station 300m, ii)
channel model coefficients Rician is κB = κE = 9dB,
and iii) Simulation results are averaged over 150000
samples.
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Fig. 3. Detection probabilities vs. SNR for M = 256, PB = 10,
PE = 1, ΦB = 0.1 rad and ΦE = 0.1 rad.

Figure 3 shows the detection probability v.s SNR
of this scenario for 256 antennas at BS, PB = 10
dB PE = 1 dB, N = [4, 8, 16]- PSK. There, SNR
is defined as SNR = PB

N0
in dB. As expected, the

detection probability increases with SNR; in the high
SNR domain, detection probability go to 1. In [7]
pointed out that Eve’s transmit power is larger than
legitimated user Bob’s then Eve easier to detect. But
in Massive MIMO channels with Rician fading and
larger number of antennas not difficult to detect Eve.
Figure 4 shown detection probability v.s SNR of
our system for N = 8 PSK and different number of
antennas at BS. As expected, the detection probability
increases with SNR and go to 1 when SNR increase.
Figure 5 shows the false-alarm probabilities decreases
even while ΦE = 0.1 rad, ΦB = 0.1 rad with SNR =
[-1, 1, 5, 10] dB when number of antennas increases.
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PE = 1 and ΦB = 0.1 rad và ΦE = 0.1 rad, dB= 300 m, dE =
200 m .
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V. CONCLUSION AND FUTURE WORK

In this paper, we presented detection schemes based
on random PSK pilots. The detection schemes require
only two training slots to perform detection at the
base station without any prior channel knowledge. Nu-
merical results have shown that the detection scheme
provides a high detection probability. Future work we
investigate affect of passive eavesdropper in Massive
MIMO who randomly present on any training slot in
spatially-ucorrelated and spatially-uncorrelated Rician
channels.
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